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1 Ha3HayeHune n obnactb NpMMeHeHUA

HacTtoawee nonoxexnne ®epepanbHOro rocyfapcTBEHHOro 6HOAXeTHOro
obpa3oBaTesIbHOrO y4ypexkaeHusa Bbicliero obpasoBaHunsa «KybaHckun rocyaap-
CTBEHHbIV arpapHblii yHUBepcuTeT uMenmn M. T. TpybuamHa» (ganee — yHueepcu-
TeT) ABAAETCA OPUUMA/IbHBIM AOKYMEHTOM, ONpesensaiolwmnmM TpeboBaHms K Nepco-
Hany MHGOPMALMOHHOM CUCTEMbI MEPCOHA/bHBIX AAHHBIX, CTE€NEHb OTBETCTBEHHO-
CTW NepCcoHana, CTPYKTYPY U Heo6XOAMMbIN YpPOBEHb 3aLMLLEHHOCTM, CTaTyC U
AO/HKHOCTHble 06A3aHHOCTU COTPYAHWMKOB, OTBETCTBEHHbIX 3a obecneyeHne 6e3-
OMaCHOCTW MEPCOHaNbHbIX AaHHbIX B MHGOPMALMOHHOW CUCTEME MePCOHasIbHbIX
AAHHBIX YHUBEpCUTeTa.

TpeboBaHuA HacToAWEeN NONUTUKM PAacNpOCTPAHAITCA Ha BCEX COTPYAHM-
KOB yHMBepcuTeTa (WTaTHbIX, BPEMEHHbIX, PAabOTAOWMUX MO KOHTPAKTY U T.N.), a
TaKXKe BCeX Npoyumx Au, (MoAPAAYMKI, ayAUTOPbI U T.M.).

2 HopMaTuBHbIe CCbI/IKK

HacTosuee nonoxeHne pa3paboTaHO B COOTBETCTBUM C:

— @epgepanbHbiM 3aKOHOM oT 27.07.2006 N2 152-®3 «O nepcoHanbHbIX
AAHHBIX»;

— ®epepanbHbiv 3aKkoH oT 30 gekabpa 2020 r. N2 519-®3 «O BHeceHUU U3-
MeHeHul B egepanbHbiii 3aKOH «O NepCcoHaIbHbIX AaHHbIX»;

— MoctaHoBneHue Mpasutensctea PO ot 01.11.2012 r. N2 1119 «Tpebosa-
HUA K 3aluTe NepcoHasibHbIX AaHHbIX NpU nx o6paboTke B UHPOPMALIMOHHbBIX CU-
CTeMax NepCOHa/bHbIX JaHHbIX»;

— [MocTraHoBneHue lMpauTtenscrtBa PP ot 15.09.2008 r. N2 687 «[onoxe-
HUe 06 ocobeHHOCTAX 06pabOTKM NepCcoHabHbIX AaHHbIX, OCYyLeCcTBAAeMOn 6e3
MCMNONb30BaHUA CPeACTB aBTOMaTU3aLUn»;

— [ocTtaHoBneHue MpaButenbctea PO ot 06.07.2008 r. N2 512 «TpeboBa-
HUA K MaTepuasibHbIM HOCUTENAM BMOMEeTPUYECKUX NEPCOHA/IbHBIX AaHHbIX U TeX-
HONOrMAM XPaHEHUA TaKUX JaHHbIX BHE MHGOPMALMOHHBIX CUCTEM NMEePCOHa/bHbBIX
AAHHBIX»;

— HopmMaTtunBHo-MeTOaMYeCKME fOKYMeHTbl PepepanbHOM Cayxbbl No Tex-
HUYECKOMY M 3KCNepTHOMY KOHTpot Poccuickon depepaumm no obecneyeHnto
6e30MacHOCTM NepCOoHaNbHbIX AaHHbIX NpU X 06paboTke B MHPOPMALMOHHON CU-
cTeMe NepCcoHabHbIX AAHHbIX;
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— M Ky6rAY 3.2.5 «Opranusauma n obecnevyeHne 6e30nacHOCTM nepco-
Ha/bHbIX AAHHbIX.

3 O6wme nonoxeHus

Llenbto HacTosuwen MoauTuku, asnsetca obecrneyeHMe 6e30MacHOCTMU
06BEKTOB 3aWMTbl YHUBEPCUTETA OT BCEX BUAOB YrpO3, BHEWHUX U BHYTPEHHUX,
YMBbILW/IEHHbIX U HeMpeAHaMepeHHbIX, MUHUMM3aLmA yuwepba oT BO3MOXHOM pe-
anvsauum yrpos 6e3onacHOCTM NEPCOHANbHbIX AaHHbIX.

Be3onacHOCTb MepCOHaNbHbIX AAHHBIX AOCTUraeTca MyTeM WUCKAKYEHUA
HeCaHKLMOHMPOBAHHOIO, B TOM YMUCAEe C/ly4alHOro, AOCTyNa K NepCcoHa/ibHbIM
AaHHbBIM, Pe3y/NbTaTOM KOTOPOrO MOXET CTaTb YHUUYTOXEHWNE, U3MeHeHue, 610-
KWpPOBaHWe, KOMMPOBaHMe, pacnpoCTPaHEHMNE MEPCOHA/bHbBIX AAHHbIX, @ TaKkKe
MHbIX HECAHKLMOHNPOBAHHbIX AENCTBUN.

NHdopMauma 1 cBA3aHHbIE C HEW peCypCbl AOKHbI ObITb 4OCTYMNHbI ANA aB-
TOPWU30BaHHbIX No/ib30BaTes1IeN. JJO/MKHO OCYLEeCTBAATLCA CBOEBPEMeHHOe ObHa-
PY>XeHWe 1 pearnpoBaHue Ha yrpo3bl 6€30NacHOCTU NEPCOHAIbHbIX AAHHBbIX.

JOMKHO OCyLWeCcTBAATLCA NpeAOoTBpalLeHne NpesHaMePEHHbIX UAU CAy-
YaMHbIX, YaCTUYHbIX UAWN MOJIHbIX HECAHKLMOHUPOBAHHbIX MoAUbUKaLUA nan
YHUYTOXKEHUA AaHHbIX.

CocTaB 06bEKTOB 3aWKUTbl NpeAcTaB/eH B «lepeyHe NepCcoHabHbIX AaH-
HbIX, MOANEXKALMNX 3aLUTE.

CocTaB MHPOPMALMOHHOWN CUCTEMbI NEPCOHA/IbHBIX AaHHbIX NOA/NEXALLMX
3awWwmTe, npeacTaBneH B «llepeyHe MHPOPMALMOHHOW CUCTEME MEPCOHANbHbIX
JaHHBIX.

4 Llenn c6opa nepcoHaNnbHbIX AAHHbIX

4.1 OnepaTop obpabaTbiBaeT NepPCOHa/bHbIE AaHHbIE B LIEAX:

— 0¢OpM/IeHNA TPYAOBbIX OTHOLIEHWNI, BeleHMA KaZpOBOro Ae0Mpouns-
BOACTBA, COAENCTBUA B TPYAOYCTPOMCTBE, 06y4YeHWUM, MOBBIWEHUN MO CAYy*be,
NO/Ib30BAHMMN Pa3IMYHbIMU NbFOTaMN U FapaHTUAMM, obecnevyeHnsa NNYHON bes-
OMacHOCTU pabOTHUKOB, KOHTPO/IA KOANYECTBA M KavyeCTBa BbIMNO/HAEMOW paboThl
M COXPaHHOCTU UMYLLECTBA;

— 3aKJ/Il0YEHUA, UCMOTHEHUSA U NPEKPALLEHNA MPaXAaHCKO-MPaBOBbIX 40rO-
BOPOB;

— nNpeAoCTaBNAeHUA CBeAEHWA CTPAxXOBbIM KOMMNAHMAM, NpeAoCTaBNeHUA
YyCTaHOB/IEHHOM 3aKOHOAATE/IbCTBOM OTHETHOCTY;
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— BbINO/IHEHMA TPebOBaHMI AeNCTBYIOLLEr0 3aKOHOAAaTeNbCTBa;

— B WHbIX C/ly4anx, yCTAHOB/IEHHbIX B 3aKOHe, ycTaBe Oneparopa.

4.2 O6bpaboTKa NepCcoHabHbIX AAHHbIX AO/KHA OCYLWEeCTBAATLCA HA 3aKOH-
HOW 1 cnpaBe//IMBON OCHOBe.

4.3 O6paboTKa NepCcoHaNnbHbIX AAHHbIX AO/KHA OrPaHMYNBATLCA JOCTUNKE-
HMEM KOHKPETHbIX, 3apaHee Onpe/e/ieHHbIX U 3aKOHHbIX Lesnel. He gonyckaeTca
obpaboTKa nepcoHasnbHbIX AaHHbIX, HECOBMeCTMMasA C LenaMm cbopa nepcoHasb-
HbIX AaHHbIX.

4.4 He ponyckaeTca obbegnHeHne 6a3 AaHHbIX, COAEPXKALLNX NEePCOHalb-
Hble JaHHble, 06paboTKa KOTOPbIX OCYLIEeCTBAAETCA B LieNAX, HECOBMECTUMbIX
Mexay cobom.

4.5 O6paboTke noanexaT TONbKO MepPCOHa/bHble AaHHble, KOTOpble OTBe-
4aloT LenAM nx obpaboTKm.

4.6 CopepxaHve n obbeM obpabaTbiBaeMbIX MepPCOHA/NbHbIX AAHHbIX
A0J/KHbI COOTBETCTBOBATb 3asiB/IEHHbIM Lies1AM 06paboTkun. O6pabaTbiBaeMble nep-
COHa/IbHble JaHHbIe He A0/KHbI 6bITb M36bITOYHBIMU MO OTHOLLIEHWIO K 3aAAB/IEHHBIM
Lensam nx obpaboTkm.

5 MNpaBoBble ocHOBaHUA 06paboTKM NepCOHaNbHbIX AAHHbIX

[MpaBOBbIM OCHOBaHMEM 06pabOTKMN NEPCOHA/bHbIX AAHHbIX ABAAETCA CO-
BOKYMHOCTb NPaBOBbIX aKTOB, BO UCMOJIHEHME KOTOPbIX N B COOTBETCTBUMU C KO-
TOPbIMW OMNepaTop ocyLwecTBAAeT 06paboTKy NepCOHa/IbHbIX AaHHbIX:

— depepanbHble 3aKOHbI U MPUHATbIE HA UX OCHOBE HOPMaTMBHbIE NpPaBoO-
Bble aKTbl, Pery/nmpyolime OTHOLWEHWA, CBA3aHHbIE C AEATE/IbHOCTbIO Omnepa-
TOpa;

— YcTaB onepartopa;

— [0roBOPbI, 3aK/l04aeMble MeXJy onepaTopoM M CybbeKTOM nepco-
Ha/IbHbIX AAHHbIX;

— corsacve Ha 06paboTKy NepCoHaNbHbIX AaHHbIX (B CAy4Yasx, NPAMO He
NpeAyCMOTPEHHbIX 3aKOHOoAaTenbcTBOM Poccminckon depepaumnm, Ho COoTBeT-
CTBYHOLMX NOSHOMOYMAM ONepaTopa).

B cooTBeTcTBUM CO CT. 24 DepepanbHOro 3akoHa Poccurickon ®egepayun
oT 27 ntona 2006 r. N2 152-®3 «O nepcoHanbHbIX AAaHHbIX» ANLA, BUHOBHbIE B
HapyweHun TpeboBaHni gaHHoro PepepasibHOro 3aKOHa, HECYT FPaXKAAHCKYHO,
YrON0OBHYH, aAMUHUCTPATUBHYH, ANCLUNANHAPHYIO U UHYIO NPeAYCMOTPEHHYIO
3aKoHogaTenbcTBOM Poccumnckon depepaymnm oTBETCTBEHHOCTb.
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JewncTBytoulee 3akoHogaTeNbcTBO PP no3BosiAeT NpeabaBAATL TpeboBaHUA
no obecneyveHuto 6e3onacHon paboTbl C 3awmwaemMon nHopmaumen n npeay-
CMaTpMBaeT OTBETCTBEHHOCTb 3@ HapyLlUeHWe YCTaHOBJ/IEHHbIX NMPaBWA dKCMNayaTa-
unn 3BM un cnctem, HenpaBOMepHbIA AOCTYN K MHGOpMaUUn, ecan 3TU AenNCTBUA
NPUBENN K YHUUTOXeHUI0, 6/10KMPOBaHMIO, MOAMPUKALUM MHPOPMALIUM MU HapY-
WweHuo paboTbl DBM uau ceteii (cTaTbm 272,273 n 274 YK PO).

AAMUHNCTPATOP MHPOPMALMOHHOM CUCTEMbI MEPCOHA/bHBIX AaHHbIX U aj-
MUHUCTpaTOp 6e30NacHOCTN HeCYT OTBETCTBEHHOCTb 3a BCe IeNCTBUA, COBEpPLUEH-
Hble OT MMEHU MX YYETHbIX 3anncen NN CUCTEMHbIX YYETHbIX 3anncemn, eCIun He fo-
Ka3aH $paKT HeCaHKLMOHNPOBAHHOIO MCMNO/b30BaHWUA YHETHbIX 3anuncen.

Mpv HapyLweHNAX COTPYAHMKaMM YHUBEPCUTETA — MONb3oBaTeneln nHdop-
MaLMOHHOW CUCTEMbI MEPCOHA/IbHbIX AaHHbIX NPaBuA, CBA3aHHbIX ¢ 6e3onacHo-
CTbIO MEPCOHa/IbHbIX AAHHbIX, OHW HECYT OTBETCTBEHHOCTb, YCTAHOB/IEHHYIO
AEeNCTBYIOWMM 3aKoHOAaTenbCcTBOM Poccuimnckon Gepepaymn.

MpuBeseHHble Bbilwe Tpe6OBaHNA HOPMATUBHbLIX AOKYMEHTOB MO 3aluTe
nHOopMaLUKN A0MKHbI O6bITb OTPaXKEHbl B MOJIOKEHUAX O CTPYKTYPHbIX Nogpas-
AeNeHNAX YHUBEPCUTETA, OCYLLeCTBAAWMNX 06paboTKy NepcoHasIbHbIX AaHHbIX
B MHPOPMALMOHHOM CUCTEME NEPCOHANbHBIX AAHHbIX U JOMKHOCTHBIX MHCTPYK-
LMAX COTPYAHUKOB YHMBEpCUTETA.

HeobxoAnMO BHECTU B MONOXKEHUA O CTPYKTYPHbIX NOAPa3AeNeHUAX YHU-
BEpCMTETA, OCYLLeCTBAAWMX 06paboTKy NepcoHanbHbIX AaHHbIX B MHPOpMaL M-
OHHOW CMUCTeMe NEePCOHa/IbHbIX AaHHbIX, CBeleHNs 06 OTBETCTBEHHOCTU UX PYKO-
BOAMWTENEN U COTPYAHMKOB 3a pa3rialleHne N HeCaHKLMOHUPOBaHHY MoandUKa-
umto (MckaxeHue, danbcudmrKaumio) NepcoHaibHbIX AaHHbIX, @ TAKKE 3a HeMpaBo-
MepHOe BMellaTeNbCTBO B NPOLLECChl MX aBTOMaTMU3NMpoBaHHOW 06paboTKu.

6 O6beM n Kateropum obpabaTbiBaeMbiX NepCOHa/IbHbIX AAH-
HbIX, KQTeropun Cy6beKTOB NepCoHa/IbHbIX AAHHbIX

6.1 Kateropum cy6 beKToB NnepCcoHa/IbHbIX AaHHbIX, YbM AaHHble 06pabaTbl-
BalTCA.

6.1.1 PaboTHukmM OnepaTopa, bbiBlLIME PaBOTHUKN, KAaHAUAATHI Ha TPYAO-
YCTPOMNCTBO, a TaKXe Y/eHbl CeMbU PabOTHUKOB.

6.1.2 Obyuyatowmecs, abUTypmeHTbl yHMBEpPCUTETA.

6.1.3 Mpoune kameHTbl OnepaTtopa (Ppusmyeckune anya).

6.2 B OTHOLIEHUWN KaTEropuK, yKasaHHoM B NyHKTe 6.1.1 (3a MCKAOYeHNEM
471eHOB CceMbU PaboTHUKOB), 06pabaTbiBatOTCA:

— $aMuana, uMa, OTHeCTBO;

— [laTa U MeCTO POXKAEHUS;

— ajpeca MecTa XUTeNbCTBa U perucrTpayuu,
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KOHTaKTHbIN TenedoH;

rpakAaHCTBO;

obpa3oBaHue;

npodeccus, AOMKHOCTb;

CTax paboTbl;

CeMenHoe NoJIoXKeHne, Hanyme geTen;

CepuA M HOMep OCHOBHOIO JOKYMEeHTa, YA0CTOBEPAIOLWEro NMYHOCTD,

cBegeHnA O Bblga4e YKa3aHHOIo 4OKyMeHTa U BblAaBLWIEM €ro opraHe,

AdHHbIE CTPAaXOBOro CBUAETENbCTBA roCcy4apCTBEHHOIO NEHCUMOHHOTO

CTpaxoBaHus;

NAEeHTUPUKALMOHHBIV HOMEp Ha/NIoronaaTeNblLMKa;

Tabe/bHbIV HOMep;

CBeAleHUNA 0 AoXoAax;

CBeAleHNA O BOMHCKOM yyeTe;

CBeAleHUA O CYAUMOCTAX;

CBeAleHUA O MOBbIWEeHUU KBasMdUKaLmm, o NpodeccroHaNbHON nepe-

NnoAroToBKe,;

cBeAeHNA O Harpajax (I'IOOIJJ,PEHMHX), NMnoYeTHbIX 3BaHUAX;
cBeJeHNA O COUMaNbHbLIX TApaHTUAX.

6.3 lepcoHanbHble AaHHble POACTBEHHUKOB paboTHWKOB obpabaTbiBa-
loTcA B 06beMe, nepepaHHOM pabOTHUMKOM 1 HEO6XOAMMOM ANA nNpejocTase-
HMUA rapaHTU M KOMNeHcaunin paboTHUKY, NpeyCMOTPEHHbIX TPYAOBbIM 3aKo-
HOAaTeNbCTBOM:

dbaMmauna, nMa, oT4eCTBO;
AaTa poXAeHUA.

6.4. B oTHOWweHUN obyyarowmnxca n abutypmeHToB obpabaTtbiBatoTCA:

dbaMmauna, nMa, oT4eCTBO;

nons;

BO3pacT;

AaTa N MecTo poXAeHus;

aJipeca MecCTa XXUTeNbCTBa U perucTpaynu;

Cepusi U HOMep OCHOBHOIO AOKYMEHTa, YA0CTOBEPAIOLWErO IMYHOCTD,

cBeAeHUA O Bblga4e YKAa3aHHOIo 4OKyMeHTa U BblAaBLIEM €ro opraHe,

AadHHbI€ CTPAaXOBOro ceBngete/ibCtBa rocy4apCrBeHHOro neHCMOHHOI o

CTpPaxoBaHus;

rpaXKA4aHCTBO;
KOHTaKTHbIN TenedOoH.
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7 Nopaaok u ycnoBua o6paboTKn nepcoHasibHbIX AaHHbIX

7.1 O6bpaboTKa NnepcoHaNbHbIX AaHHbIX OCYLECTBAACTCA NOC/Ae NPUHATUA
Heo6XxoAMMbIX Mep MO 3alnTe NepCoOHaAbHbIX AaHHbIX.

7.2 OnepaTtop He BnpaBe obpabaTbiBaTh M paCNpOCTPAHATL MepCOHa/IbHbIe
AaHHble cybbeKTa NnepcoHaNbHbIX AaHHbIX 6e3 ero NMCbMeHHOro cornacus, 3a
NCK/OYEeHUEeM c/lyyaeB, NpeAyCMOTPeHHbIX cTaTberd 6 depepanbHOro 3akoHa
«O nepcoHanbHbIX AAHHbIX».

7.3 PaBHO3Ha4YHbIM coeprKaleMy CO6CTBEHHOPYYHYIO NOANUCH CybbeKTa
MepCOHa/IbHbIX A@aHHbIX COr1acMo B MMCbMeHHOW popMe Ha ByMaXKHOM HocuTe e
npu3HaeTca cornacne B opMe 3N1eKTPOHHOr0 AOKYMeHTa, NOAMNUCAaHHOro B CO-
OTBETCTBUMU C pefepasibHbIM 3aKOHOM 3N1€KTPOHHON NOANUCHIO.

7.4 TlucbMeHHOe cornacue cybbeKTa MepCOHa/NbHbIX AAHHbIX AOJ/IKHO
BK/IOYaTb:

— ¢pamMuauio, nMA, 0T4eCTBO;

— ajpec cybbeKTa NepCcoHasibHbIX AAHHbIX;

— HOMep OCHOBHOIO AOKYMEeHTa, Y 0CTOBEPAIOLWEro ero IMYHOCTb, CBe-
AeHNA O AaTe BblAa4YM YKAa3aHHOro JOKYMeHTa M BblaBLUEM ero OpraHe;

— HauMeHoBaHue n agpec OnepaTtopa;

— uenb 06paboTKM NepCOHabHbIX AAHHbIX;

— nepeyveHb NEPCOHANbHbIX AAHHbIX, HA 06pabOTKy KOTOPbIX AaeTca CO-
rnacve cybbekTa nepCcoHasibHbIX AAHHbIX;

— nepeyeHb AeNCTBUM C NePCOHaNbHbIMU JAaHHBIMWU, HA COBEpLUEHUE KO-
TOpPbIX A@eTca cornacue

— ¢nocob ero oT3bIBa;

— noAnucb cybbeKTa NepcoHanbHbIX AaHHbIX.

7.5 O6paboTKka nepcoHa/NbHbIX AaHHbIX ocylwecTBaseTca OnepaTopoM
cneayoowmmm cnocobamm:

— HeaBTOMaTU3MpOBaHHaA 06paboTKa NepCOHaNbHbIX AAHHbIX;

— aBTOMaTM3MpOBaHHaA 06paboTKa NepCcoHabHbIX AAHHbIX C Nepejayen
nony4eHHon mHdopmaumm no MHPOPMaLMOHHO-Te/IeKOMMYHUKALMOHHbIM Ce-
TAM Unm 6e3 TaKoBOW;

— CMelwwaHHaA o6paboTKa NepCcoHaNbHbIX AAHHbIX.

7.6 OnepaTop opraHu3yeT o6paboTKy NepCcoHa/IbHbIX AAHHbIX B CaeAyHo-
eM nopajke:

1) Ha3HayaeT OTBETCTBEHHOrO 3a OpraHn3aL Mo 06paboTKM NepPCOHANbHbIX
A@HHbIX, yCTaHaB/AMBaeT nepeyeHb 1L, UMELWMX AOCTYMN K NepCOHa/bHbIM faH-
HbIM;
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2) uspgaet Hactoswyto MOAUTUKY, NOKaAbHbIE aKTbl MO BOMpocaM obpa-
60TKM NepCOHaNbHbIX AaHHBIX;

3) npuMeHseT NpaBoBble, OPraHW3aLMOHHbIE U TEXHUYECKME Mep Mo obec-
neyeHnto 6€30NacHOCTN NepCOHaNbHbIX AaHHbIX;

4) ocywecTeaAeT BHYTPEHHUIA KOHTPOIb U (MAK) ayAUT COOTBETCTBUA 06-
paboTKM nepcoHanbHbIX AaHHbIX PegepanbHOMY 3aKOHY «O nepcoHanbHbIX AaH-
HbIX» W MPUHATbLIM B COOTBETCTBMM C HUM HOPMAaTUBHbLIM NPaBOBbIM aKTaM, Tpe-
60BaHMAM K 3alMTe NepCOHa/bHbIX AaHHbIX, HacToAwWwen MoAnTUKe, TOKaNbHBIM
aktam OnepaTopa;

5) ocywiecTBAAET OLEHKY BpeAa, KOTOPbIN MOXKET 6bITb MPUYMHEH Cy6beK-
TaM MepCOHa/IbHbIX AAHHbIX B C/lyvyae HapyweHusa PegepanbHoro 3akoHa «O
NMepCcoHanbHbIX AAaHHBIX», ONpeAenfeT COOTHOLWEHMe YKa3aHHOro Bpeja v npwm-
HUMaeMbIX ONepaTOpPOM Mep, HanpaB/AeHHbIX Ha obecneyeHne BbINOHEHUA 061-
3aHHOCTeWN, NpeAyCMOTPEHHbIX AaHHbIM DesepasibHbIM 3aKOHOM;

6) 3HaKOMUT paboTHUKOB OnepaTopa, HEMOCPEACTBEHHO OCYLLECTBAAK-
Wnx o6paboTKy NepcoHasbHbIX AAHHbIX, C NONOXEHUAMN 3aKOHOAATENbCTBA
Poccunckon depepauymmn o nepcoHanbHbIX AaHHbIX, HacToAwen MoAnTuKu, no-
KaNbHbIMW aKTaMu Mo BonpocaM 06paboTKM MepCOHasbHbIX AaHHbIX, U (1K)
oby4yeHune yKa3aHHbIX pabOTHUKOB.

7.7 Tlpyn 06paboTKe nepcoHanbHbIX AaHHbIX OnepaTop BbINOJHALT, B 4acT-
HOCTK, c6op, 3aMnCb, CUCTEMATU3ALMIO, HAKOM/IEHWE, XPaHEHWE, yTOYHEHWe (06-
HOBJIEHWEe, U3MEHEHWE), U3BNIeYEHME, UCNOb30BaHKe, Nepesayy (pacnpocTpa-
HeHWe, NpeAoCTaBAeHWe, 4OCTYN), 0o6e3aMynBaHne, 610KUpOBaHWE, YAaNeHUe,
YHUYTOXeHNEe NepCOHaNbHbIX AaHHBbIX.

7.8 B uenax obecnevyeHns COXpPaHHOCTU U KOHPUAEHLMANBHOCTU NepCo-
Ha/IbHbIX JaHHbIX BCe OMepauun C NepcoHaNbHbIMU AAHHBIMU AOJ/IKHbI BbINO-
HATbCA TO/NIbKO paboTHMkamMmn OnepaTopa, OCYLWeCTBAAIWMUMA AaHHYO paboTy
B COOTBETCTBMM C TPYAOBbIMU 06A3aHHOCTAMMU.

7.9 OnepaTop nosayvyaeT MepCOHa/sbHble AaHHble HenocpeACTBEHHO OT
Cy6beKTOB NepCoHa/IbHbIX AaHHbIX MW UX NpeACTaBUTeNeN, HaAeNeHHbIX COOT-
BETCTBYOWMMM NoAHOMo4YMAMKU. Cornacmna cybbeKTa Ha NONy4eHne ero nepco-
Ha/IbHbIX faHHbIX OT TPeTbMX /ML He TpebyeTcA B Cayvaax, Korga corsaacue
cybbekTa Ha nepegady ero nepcoHanbHbIX aHHbIX TPETbUM NLLaM MONY4YEHO OT
Hero B NMCbMeHHOM BUAe NMpu 3aKkao4eHnn gorosopa ¢ OnepaTopomMm, a TaKxe B
CAyYanx, yCTaHOBAEHHbIX ¢pesepasibHbiM 3aKOHOM.

7.10 Mpu yBonbHeHUM paboTHUKaA, UMeLWero A4OCTYN K NepCOHaNbHbIM
AAHHbIM, MPeKpaLieHMn 4OCTyNa K NepCOHa/IbHbIM AaHHbIM, AOKYMEHTbI U UHble
HOCUTeNU, CoAepKallme NepcoHasbHble AaHHble, CAAOTCA pabOTHUKOM CBOEMY
HenocpeACTBEHHOMY PYKOBOAMUTEO.
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8 CucreMa 3aWmUTbl NEPCOHA/IbHbIX AAHHbIX

CncreMa 3aWnTbl NEPCOHAIbHBIX AAHHbBIX CTPOUTCA Ha OCHOBaHWUMK:

— WTOroBoro otyeta 06 obcnegoBaHnn MHGOPMaLMOHHOM CUCTEMBI Nep-
COHa/bHbIX AAHHbIX;

— oOT4YeTa O pe3y/bTaTax NPoOBeAEHUA BHYTPEHHEN MPOBEPKU 3alUThl
MepCoOHaNbHbIX AaHHbIX Ha 6YMaXHbIX HOCUTENAX.

— MepeyHA NepCOoHa/IbHbIX AaHHbIX, MOANEXKALNX 3aLLMUTE;

— aKTa knaccmdumkaunm MHPoOpMaLMOHHOM CUCTEMbI NEPCOHA/bHBIX JaH-
HbIX;

— Mogenu yrpo3 6e30nacHOCTM NEPCOHA/IbHbIX AaHHbIX;

— MaTpuLbl 4OCTyNa NOAb30BaTe/eN K 3awmiaeMbiM MHGOPMALLMOHHbBIM
pecypcam MHPOPMALMOHHOM CUCTEMbI MePCOHa/bHbIX AAHHbIX;

— pykosoaAwmx gokyMeHToB OCTIK 1 ®Cb Poccum.

Ha ocHoBaHWM 3TUX AOKYMEHTOB ornpegenseTca Heo6X0ANMbIN YPOBEHb
3aLWMLWEHHOCTM NEePCOHA/IbHbIX AaHHbIX KaAouW MHGOPMAaLMOHHOW CUCTEMOWM
MepCoOHaNbHbIX AAHHbIX YHMBepCMTeTa. Ha OCHOBaHMM aHanu3a akTyasbHbIX
yrpo3 6e30nacHOCTM NepCOHa/IbHbIX AAHHbIX OMMCAHHOIO B MOAENMU Yrpos, Ae-
NnaeTCA 3aKAK0YeHne 0 Heob6X0AMMOCTM UCMONb30BaHMNA TEXHUYECKMX CPEACTB U
OpraHM3aLMOHHbIX MEpONPpUATUIN AnA obecneyeHnsa 6e30MacHOCTN NepCcoHanb-
HbIX AaHHbIX. BbibpaHHble HeobxoaMMble MeponpuATMA oTpaxaroTca B «lnaHe
MepOnNpUATMIA NO 06ecnevyeHno 3alMThl NePCOHANbHBIX JaHHbIX.

Ana nHpopMaLMOHHOM CUCTEMbI MEPCOHA/bHBIX AaHHbIX AO/MKEH ObITb CO-
CTaB/IEH CMUCOK MCMO/Ib3YEMbIX TEXHUYECKUX CPeACTB 3awuThl (ganee — Cnu-
COK), @ TaK)Xe MporpaMMHOro ob6ecrneyeHns, yyacTeyrouero B 06paboTke nepco-
Ha/IbHbIX JaHHbIX, HA BCEX d/1IeMeHTax MHPOPMALMOHHOM CUCTEMbI NEPCOHa/b-
HbIX A@HHbIX:

— aBTOMaTM3MpoBaHHOe paboyee MeCTO Nosab3oBaTeNeN;

— CcepBepa NpUJIOXKeHUN;

— CcucTeMa ynpaaeHua 6a3bl AaHHbIX;

— rpaHunua N0KaNbHOMW BbIYUCNNUTEIbHON CeTY;

— KaHa/NoB NepeAayu B CeTU 06Lero nosb3oBaHUA 1 (Mn) MeXAYHapPOA-
HOro obMeHa, ecaun No HUM nNepejaroTCA NepCOHasbHblE AaHHbIE.

B 3aBMCMMOCTU OT YPOBHA 3alMIEHHOCTU UHPOPMALMOHHOW CUCTEMBI
MepPCOHa/bHbIX AAHHbIX M aKTyasbHbIX Yrpo3, CUCTEMA 3aWMUTbl NePCOHAbHBbIX
AQHHBIX MOXeT BKAIOYaTb C/leAylolMe TeXHUYeCKMe CpesCcTBa:

— aHTMBUPYCHble CPeACTBa ANA paboynx CTaHLMIM NOb30BaTeNeN U Cep-
BEpPOB;
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— CPpe/ACTBa MeXCeTeBOro 3KpaHMpPOBaHUS;

— cpeAcTBa KpunTorpaduyeckomn 3awmTtbl HGOpMaL MK, Npu nepejaye
3awmuaeMon MHpopMaLmMm No KaHanaM CBA3N.

Tak e B CMNCOK AO/MKHbI 6bITb BKAOYEHbI GYHKLMN 3awWwmnTbl, obecneyu-
BaeMble WTaTHbIMM CpeACTBaMM 06pabOTKMN NEepCOHaNbHbIX AAHHbIX OMepaLMoH-
HbIMU cucTeMammn (OC), NnpuMKnagHbIM NporpaMMHbIMK obecnedeHnamu (MO) u
cneymanbHbIMM KOMNAEKCaMM, peain3yrolmMmn CpeACcTBa 3almnThl.

CnncoK GYHKLMI 3aLMTbl MOXKET BK/IOYATh:

— ynpaBaeHWe n pasrpaHnYeHune AocTyna noab3oBaTeneun;

— pervucTpaumio u yyeT AenUCTBUIN C HPopMaLmen;

— obecneymBaTb Le/NOCTHOCTb AaHHbIX;

— NPOU3BOANTbL OBHAPYXeHNIN BTOPXEHUN.

CnNMCOK MCNO/b3yeMbIX TEXHUYECKUX CPeACTB oTpaxaeTca B «[1naHe mepo-
MPUATMI NO obecneyeHmto 3alWnTbl NepCOHaNbHbIX AaHHbIX». CIMCOK UCnonb3ye-
MbIX CPe/ACTB JO/IKEH NOAAEePHKMBATbCA B aKTya/IbHOM COCTOAHUU. [1pn n3MeHeHUn
COCTaBa TeXHUYECKMX CPeACTB 3alWUTbl UAN 3/1€MEHTOB MHPOPMALMOHHON CU-
CTeMbl NePCOHaNbHBIX AAHHbIX, COOTBETCTBYIOLNE U3MEHEHWNA AO/MKHBI 6bITb BHE-
CeHbl B CMMCOK, KOTOPbI YTBEPXAAETCA PEKTOPOM YHUBEPCUTETA WU INLOM, OT-
BETCTBEHHbIM 3a obecrneyeHmne 3aWnTbl NEPCOHANbHbBIX JaHHbIX.

9 TpeboBaHMA K NOACUCTEMAM CUCTEMbI 3aLLUTbI
NepCOHa/IbHbIX AAHHbIX

MoacncTeMbl CUCTEMBI 3aLWMThl MEPCOHANbHbIX AAHHbIX UMEIKT Pa3/INYHbIN
dYHKUMOHaN B 3aBUCUMOCTU OT Kaacca HGOPMaLMOHHOM CUCTEMbI NePCOHasIb-
HbIX JaHHbIX, onpejeneHHoro B «AkTe Knaccupukaumm nHGoOpMaLMOHHON Cu-
CTeMbl NepPCOHa/bHbIX AaHHbIX». CMCOK COOTBETCTBUA PYHKLUIN NOACUCTEM CU-
CTeMbl 3alNUTbl MepPCOHaNAbHbIX AAaHHbIX KAAcCy 3aWMIEHHOCTU NpeAcCTaBieH B
TeXHUYECKOM 3aZ,aHUM MO CO3J4aHUI0 CUCTEMbI 3alnTbel HGOopMaLmn nHopma-
LLMOHHOWN CUCTEMbl NePCOHA/IbHbIX AaHHBbIX.

CucteMa 3almThl NepCOHa/bHbIX AAHHbIX BKAKOYaeT B cebs cregyowme
MOACUCTEMBI:

9.1 NopacncTeMbl ynpaBaeHUa 4OCTYNOM, perucTpauum u yyera.

Moacucrema ynpaBieHMA AOCTYNOM, perncTpauum 1 yyeta npejgHasHa-
YyeHa AN1A peannsauunmn cneayowmx GyHKLNRN:

— naeHTUPMKaLMmM n NpoBepKa NOANIMHHOCTU Cy6beKTOB AocTyna npwu
BXOAe B MHPOPMALMOHHYIO CUCTEMY NEPCOHANbHBIX AAHHBbIX;



[MonoxeHne cncTeMbl MeHeAXMEeHTa Ka4yecTBa Mn Ky6|’Ay
MonuTuka nHpopMaLmoHHoW 6esonacHocTu 32.6—2021
@ ' npv paboTe C NepcoHaNbHbIMU AAHHBIMU o
N
BeeaeHo B gencTane npukasom pektopa ot 01.03.2021r. Ne 88 Jner 13
[lata Beegenuna 01.03.2021 r. bes orpaHnyeHuns cpoka gerictemna Bepcua 1.1 Bcero nucros 18

— nAeHTUPMKaLMM TEPMUHANOB, Y3/10B CETU, KaHA/NOB CBA3WN, BHELHUX
YCTPOMCTB NO /IOFMYECKUM NMEeHaM;

— naeHTUdMKaummn nporpamm, TOMOB, KaTanoros, ¢anios, 3anncemn, no-
Nen 3anncemn rno MMeHawm;

— perucTpaymm Bxoaa (BbIxoga) cy6beKTOB A0CTyna B cucTeMy (M3 cu-
CTeMbl), MMBO perncTpaumns 3arpyskum M MHULMAAM3ALUM ONEPaALUOHHON CU-
CTeMbl M ee OCTaHOBa.

— perucTpaymu nomnbITOK AOCTyna NpoOrpaMMHbIX CpeAcTB (mporpamw,
NpOLEeCCOB, 3a4aY, 3ajaHnit) K 3awuiaemMbiM daiinam;

— perncrpaumn nonbITOK AOCTYMNa NPOrpaMMHbIX CPeACTB K TEpPMUHANAM,
KaHafnaM CBA3W, NporpaMMam, ToMaM, KaTtanoram, dainnam, 3anncam, noasam 3a-
nucen.

MopcucTteMa ynpaBieHUA AOCTYNOM MOXeT ObiTb peasn3oBaHa C MOMO-
b0 WTATHBIX CPeACTB 06paboTKM NepCcoHasbHbIX AAaHHbIX (ONepaLMOHHbIX CU-
CTeM, MPUNOXKEHUIN U CUCTEM ynpaB/ieHUa 6a3 JaHHbIX). Tak e MOXeT 6biTb
BHe/pPeHO crneumasbHOe TeXHUYeCKoe CPeACTBO UM X KOMMNJIEKC OCYyLLeCTBAA-
olWmne AOMONHUTE/IbHbIE Mepbl NO ayTeHTUdUKaumMm n KoHTpoat. Hanpumep,
MPYMeHeHMe eMHbIX XPaHUAULY YHeTHbIX 3anMcein NoAb30OBaTeNen U permcrTpa-
LMOHHOW MHbOPMaLUU, UCNOb30BaHNE BMOMETPUYECKUX U TEXHUYECKHUX (C no-
MOLLbIO 3/IEKTPOHHBIX MPOMYCKOB) Mep ayTEHTUPUKALUUN U APYTUX.

9.2 NMopacucrema obecnevyeHUs LENOCTHOCTU U AOCTYMHOCTH.

MopcncTtema obecnevyeHUA LLeNIOCTHOCTU U AOCTYNHOCTU NpejHa3HavyeHa
ANA obecrneyvyeHUs LENOCTHOCTU U AOCTYMHOCTU MEePCOHANbHbIX AaHHbIX, MPO-
FPaMMHbIX U annapaTHbIX CpeACcTB MHPOPMALMOHHOW CUCTEMbI MepPCOHaNbHbIX
AaHHbix ®TBEOY BO KybaHckum M'AY, a Takxe cpeACTB 3aWmThl, NPU CyHaNHOM
AN HaMepeHHOW MoaudurKaLmu.

MopcncTeMa peanm3yeTca C MOMOLLbI OpPraHn3aLmmn pe3epBHOIo KOMMpPO-
BaHMA obpabaTbiBaeMbIX AaHHbIX, @ TaKXe pe3epBMPOBaHMEM K/IOYEBbIX 3/e-
MeHTOB MHGOPMALMOHHOM cMCcTeMbl 6a3 faHHbIX.

9.3 NMoacucTteMa aHTUBUPYCHOM 3aLUThI.

MopcncTeMa aHTUBMPYCHOM 3alWnTbl NpejHa3HayveHa AnAa obecneyvyeHus
aHTMBMPYCHOWN 3alWuMTbl CepBepOB M aBTOMaTU3UPOBaHHOro paboyero Mecra
nosnb3oBaTteser MHGOPMALLMOHHOM CUCTEMbI MePCOHaNbHBIX AaHHbIX PTBEOY BO
KybaHckuu TAY.

CpeAcTBa aHTMBUPYCHOM 3alyUThl NpeAHa3Ha4vYeHbl A4NA peannsauun cne-
Ayrowmx GyHKLMA:

— Pe3UAEHTHbI @aHTUBUPYCHbBIA MOHUTOPWUHT;

— a@HTMBUPYCHOE CKaHWPOBaHWe;

— CKpunT-6/10KMpOBaHMe;
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— LeHTpann3oBaHHYy0/yAaneHHY0 yCTaHOBKY/AeUHCTaANALMNIO aHTUBK-
PYyCHOro NpoAyKTa, HaCTPOMKY, aAMUHUCTPUPOBaHME, MPOCMOTP OTHETOB U CTa-
TUCTUYecKon nHpopmauum no pabote NPoAYyKTa;

— aBTOMaTM3MpOBaHHOE O6HOB/NIEHNE aHTUBUPYCHbIX 6a3;

— OrpaHu4YeHune npas No/ib30BaTeIA Ha OCTAHOBKY UCNOAHAEMbIX 3ajau
M U3MEHEeHMA HaCTPOeK aHTUBMPYCHOrO MPOrpaMMHOro obecneyeHuns;

— aBTOMaTUYeCKUI 3aMyCcK cpa3y Noc/e 3arpy3Ku onepaumoHHON CUCTEMBI.

MopcucTtemMa peanusyeTca NyTeM BHeApeHUA CneumanbHOro aHTUBUPYC-
HOro NporpaMMHoro obecneyeHuna Ha BCe 31eMeHTbl UHPOPMALMOHHOMN CUCTEMBI
MepCcoHabHbIX AAHHbIX.

9.4 NoacnucTteMa MeXXceTeBOro 3KpaHUpoOBaHuUA.

MoacucTteMa MeXxxceTeBOro s3KpaHMpOBaHMA NpejHa3HavyeHa ANA peanmsa-
uuu cnegyrowmx GyHKLUN:

— ¢UAbTpaALUM OTKPLITOrO M 3aWndpoBaHHOro (3akpbiToro) IP-Tpaduka;

— ¢$UKcaLmn BO BHYTPEHHUX XYypHanax MHGopMaLmMm o NpOXoAALLEM OT-
KPbITOM U 3aKpbITOM IP-Tpaduke;

— WAEHTUPMKAUUM M ayTeHTUPUKALMIO aJMUHUCTPATOPa MEXCeTeBOro
3KpaHa Nnpu ero JIoKa/ibHbIX 3anpocax Ha JOCTyr;

— perucTpaumm Bxoga (BbIxoga) aAMUHUCTPATOPA MEXCETEBOr0O 3KpaHa
B cucTeMy (M3 cucTeMbl) AM60 3arpysku U MHULMAAU3ALUN CUCTEMbI U e MpOo-
FPaMMHOr0O OCTaHOBa;

— KOHTPOAA LeNIOCTHOCTN CBOEN NPOrpaMMHON U MHPOPMALIMOHHOM HacTy;

— ¢uabTpaumMmM nakeToB CAyKebHbIX MPOTOKO/OB, CAYXalWMX ANA AMa-
FHOCTUKWN 1 ynpaB/ieHnA paboTon ceTeBbIX YCTPOUCTB;

— ¢$uUAbTpPaLMK C Y4eTOM BXOZHOIO N BbIXOAHOIO CETEeBOro NHTepdenca
Kak CpeACTBO NPOBEPKMN NOAJIMHHOCTU CeTeBbIX aApPecoB;

— PperucTpauum 1 y4eTa 3arnpallnBaeMblX CEpBUCOB NPUKIALHOIO YPOBHS;

— 6/10KMpoBaHNA pfocTyna HenaeHTUPGUUMPOBAHHOrO ObBeKTa wuan
cybbekTa, NOA/IMHHOCTb KOTOPOro npu ayTeHTUPMKaumMm He NOATBEpAUAACD,
MeTOoAaMu, YCTONYMUBLIMM K NepexsaTy;

— KOHTPOAA 3a CETEeBOM aKTUBHOCTbIO NPUNOKEHUA N OBHapyXKeHUsA ce-
TeBbIX aTak.

MNoacuctema peanusyeTtca BHeApeHWEM MPOrpaMMHO-annapaTHbIX KOM-
M/IEKCOB MeXCeTeBOro 3KpaHMpoBaHuA Ha rpaHuue JIBC, knaccom He Huxe 4.

9.5 NoacucreMma aHanu3sa 3aWULLLEHHOCTMU.

MoacucTeMa aHanM3a 3alMLWEHHOCTH, A0/MKHA obecrneymBaTh BbiABIEHUSA
YA3BMMOCTEWN, CBA3aHHbIX C OWMNbKaMu B KOHPUrypauum MO nHPopMaLMoHHOM
CUCTEMbl MepCOHaNbHbIX AaHHbIX, KOTOPble MOTYT 6bITb MCNONbL30BaHblI HApPYLUK-
TeneM ANA peannsaummn aTaku Ha CUCTEMY.
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®OyHKLMOHaN NOACUCTEMbl MOXeT O6blTb peasiM3oBaH MPOrpaMMHbLIMU U
NMporpaMMHo-annapaTHbIMU CpeACTBaMMU.

9.6 Noacnucrema o6HapyKeHUA BTOPXEHUN.

MopcncTteMa obHapy»eHUA BTOPXEHUN, A0MKHa obecneynBaTth BbifBe-
HWe ceTeBbIX aTaK Ha 3/1eMeHTbl UHPOPMALMOHHOWN CUCTEMbI MePCOHa/bHbIX AaH-
HbIX, MOAK/OYEHHbIE K CETAM 06Lero nosib3oBaHuA U (MAKN) MeXAYHAPOAHOMO
obmeHa.

®yHKLUMOHAN NoACUCTEMbI MOXeT 6biTb peasn3oBaH MPOrpaMMHbLIMU U
MpOrpaMMHoO-annapaTHbIMU CpeACTBaMMU.

9.7 MNoacucrema KpunTorpadprMyeCcKon 3almThbl.

MopcncTtema KpunTorpadpuyecKom 3almTbl NpegHasHavYeHa ANA UCKA0Ye-
HWA HeCaHKLMOHMPOBAHHOI O AOCTYNa K 3awmuaeMon nHpopmauunm B uHpopma-
LLMOHHOWN CUCTeMe NepCcoHa/IbHbIX AaHHbIX YHUBEpPCUTETa, NpU ee nepegayu no
KaHa/faM CBA3M ceTel 06uWero nosb3oBaHUA U (MAK) MexayHapoAHOro obMeHa.

MopcnucTteMa peanunsyeTcA BHeApeHMEM KpunTorpapuyecknx nporpam-
MHO-annapaTHbIX KOMMNIEKCOB.

10 MNonb3oBaTenn MHGOPMALLMOHHON CUCTEMDI
NepCcoHa/bHbIX AAHHbIX

B nHdopMaunoHHON cncTeMe yHMBEpPCUMTETa MOXHO BblAe/NIUTb CAefyto-
WKne rpynnbl No/ab3oBaTeNeN, y4acTBYOWMNX B 06paboTKe U XpaHEHUU Nepco-
Ha/IbHbIX AaHHbIX:

— aAMUHUCTpaTopa UHGOPMALMOHHBIX CUCTEM;

— aAaMuHucTpaTopa 6esonacHoCTy;

— onepaTopa aBToOMaTM3npoBaHHOro paboyero Mecta (APM).

JlaHHble 0 rpynnax nosb3oBaTensx, ypoBHe UX 40CTyna u UHGOPMUPOBAH-
HOCTW AO/KHbI 6bITb OTPaXeHbl B MaTpuLe 4OCTynNa No/sib3oBaTes1el K 3aluiya-
eMbIM UHPOPMALMOHHBIM pecypcaM.

Tunusaumna nonb3oBaTene MHPOPMALMOHHOMW CUCTEMbl NEPCOHA/IbHbIX
A@HHbIX, UX YPOBEHb A0CTYMa U BO3MOXHOCTM ycTaHoBaeHa B N Ky6lrAY 3.2.5
«OpraHusaums n obecneveHne 6e30NacCHOCTN MEPCOHANbHBIX AaHHbIX.

11 TpeboBaHuA K nepcoHany no ob6ecne4yeHuro 3aLmUThl
NepCcoHa/ibHbIX AAHHbIX

Bce COTPYAHUKUN YHUBEPCUTETA, ABJSIAOWLINECA NO/Z1Ib3OBAaTENAMU VIH(I)OPMa-
LI,MOHHOVI cncTeMon nepCcoHa/ibHbIX AdHHbIX, A4O0/IXHbl H€TKO 3HATb U CTPOro Bbl-
MNOJIHATb YCTAHOBJ/IEHHbIE NpaBu/ia U 06s3aHHOCTK NO AOCTyny K 3alWumaeMbiM
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ob6beKkTaM n cobnaeHNI0 NPUHATOro pexunma 6e30nacHOCTM MepCOHaNbHbIX
AaHHBIX.

Mpy BCTYyNAEHMM B AOMKHOCTb HOBOrO COTPYAHWKA HenocpefCTBeHHbIN
HaYaNbHUK NOoApa3feneHuns, B KOTOpoe OH noctynaet, 06A3aH opraHn3oBaTh ero
O3HaKOMJIeHMe C AO/MKHOCTHOM MHCTPYKLNEN N HeO6XOANMBIMU AOKYMEHTaMM, pe-
rA1aMeHTUpYLWUMN TpeboBaHMA NO 3alMTe NepCcoHabHbIX AaHHBIX, @ TakxKe oby-
YeHMe HaBblKaM BbINO/IHEHUA NpoLeyp, HEOOXOAMMbIX ANA CAHKLMOHNUPOBAHHOIO
MCNo/ib30BaHUA MHGOPMALMOHHOM CUCTEMOWN NEPCOHA/NbHBIX AaHHBIX.

CoTpyAHUK AoMKeH BbITb O3HAKOMJIEH CO CBeAleHUMAMMU HacTosAwen [Moaun-
TUKN, NPUHATBIX Npoueayp paboTbl ¢ 3neMeHTaMn MHPOPMALMOHHON CUCTEMDI
MepCOHaNbHbIX AAHHbIX M CUCTEMbI 3aLWNTbl NEPCOHA/bHbBIX AAHHbIX.

COTPYAHVKN yHMBEpCUTETA, UCMO/b3YIOLMe TeEXHUYECKMe CpeAcTBa ayTeH-
TUdUKaLMK, JOMKHbI 06ecneymBaTb COXPaHHOCTb UAEHTUPUKATOPOB (3/1€KTPOH-
HbIX K/IK0Y€l) 1 He oMyCKaTb HECAHKLMOHWPOBAHHOMO A0CTYMa K HWM, @ TaK Xe BO3-
MOXHOCTb UX YTEPU UAN UCNO/b30BAHUA TPeTbUMMK iMLaMn. [onb3oBaTenn HecyT
NepCOHa/IbHY0 OTBETCTBEHHOCTb 3@ COXPAHHOCTb UAEHTUPUKATOPOB.

COTPYAHWUKM YHMBEPCUTETA [O/KHbI CNefloBaTb YCTAHOBAEHHbIM MpoLie-
AypaM nogjepxaHua pexunma 6e30nacHOCTM NepCoOHaNbHbIX AaHHbIX MPU Bbl-
6ope 1 MCNoAb30BaHWUM Napoeit (eC/M He UCNO/b3YTCA TEXHUYECKME CPpeaCcTBa
ayTeHTudMKaLmm).

CoTpyAHVKMN YHUBepCUTETa AOMKHbI 0becneymBaTh Haj/1eXallyro 3aWnTy
obopyaoBaHuAa, ocTaBnseMoro 6e3 npucMoTpa, ocobeHHO B Tex Cay4vanx, Korga
B MOMelLeHne MMerT AO0CTYyNn NOCTOPOHHME nuua. Bce nonb3oBaTenn A0/MKHbI
3HaTb TpeboBaHMA MO 6€30NacHOCTN MepCOHaNbHBIX AaHHbIX U Npoueaypbl 3a-
WKnTbl 060pyA0BaHUA, OCTaB/leHHOro 6e3 NpMCMOTPa, a TaKXxKe cBOM 06A3aHHO-
CTK No obecneyeHMIO TaKOM 3alUTbI.

CoTpyAHMKaM 3anpelaeTca yCTaHaB/IMBaTb NOCTOPOHHee MporpaMMHoe
obecneyeHne, NOAKAOYATb IMYHbIEe MOOUNbHbBIE YCTPONCTBA M HOCUTEAN MHPOP-
MaLMK, a TaKKe 3anncbiBaTh Ha HUX 3awMiaeMyro MHGOpMaLmio.

CoTpyAHMKaM 3anpelyaeTca pasraawaTth 3awmuaeMyo tHGopMauuio, Ko-
TOpasn CTazsa UM n3BecTHa npu paboTte c MHPOPMALMOHHBIMU CUCTEMAMW YHUBEP-
cuTeTa, TPeTbUM AnLaM.

Mpu paboTe C nepcoHaNbHbLIMU AAHHBIMU B MHPOPMALMOHHOW CUCTeMe
NepCcoHanbHbIX AaHHbIX COTPYAHUKN yHUBepcuTeTa o6Aa3aHbl ob6ecneynTb oTCyT-
CTBME BO3MOXHOCTM MPOCMOTPa NePCOHa/bHbIX aHHbIX TPETbUMU UL, @MU C MO-
HuTopos APM nnu TepMuHasnos.

Mpun 3aBepweHnn paboTbl ¢ NHGOPMALMOHHOMW CUCTEMOWN MEPCOHA/NbHBIX
AAHHbIX COTPYAHWUKM 0653aHbl 3aWnTUTh APM nan TepMmnHansl ¢ noMoLbio 610-
KWPOBKW K/IIOYOM MW SKBUBANEHTHOrO CpeACTBa KOHTPO/IA, HanpuMep, AOCTY-
MOM MO NapoJito, eCAN He UCMONb3YTCA 6onee CUAbHbIE CPeACTBA 3aWWNUThI.
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COTpPYAHUKM YHUBEPCUTETA AO/KHbI 6bITb NPOUHPOPMUPOBAHBLI 06 yrpo-
3aX HapyLeHUs pexuma 6e30NacHOCTM NepPCOHa/bHbIX @aHHbIX U OTBETCTBEHHO-
CTW 3a ero HapyuweHue. OHM A0/MKHbI 6bITb O3HAKOM/IEHbI C YTBEPXKAeHHOWN dpop-
MasbHOW Npoueaypor HaNOXKeHUA ANCLUMINHAPHBIX B3bICKAHWUWA Ha COTPYAHM-
KOB, KOTOPbI€ HapYLWWAN NPUHATYIO MOJIUTUKY M NpoLeaypbl 6e30nacHOCTU nep-
COHa/IbHbIX AAAHHbIX.

CoTpyaHuKM oba3aHbl 6e3 npoMeaneHna coobwaTte 060 Bcex HabaAaeMbIxX
WAW NOA03PUTENBHBIX Cyvanx paboTbl MHGOPMALMOHHOW CUCTEMbI NEPCOHA/IbHBIX
AAHHbBIX, MOTYLLMX NOB/IeYb 338 CO60M yrpo3bl 6€30NacHOCTU NEPCOHA/BbHbIX AAHHbIX,
a TaKXXe O BbIABIEHHbIX UMW COBbITUAX, 3aTparnearoLmx 6€30nacHOCTb NePCOHab-
HbIX J@HHbIX, PYKOBOACTBY NOAPa3AeNeHNA U NLLY, OTBEYaIOLLEMY 32 HeMeA/IeHHOe
pearnpoBaHue Ha yrpo3bl 6€30MacHOCTN NepCOHaNbHbIX AAHHbIX.

[l oMKHOCTHble 06A3aHHOCTM Nosib3oBaTene MHGOPMALMOHHOM CUCTEMBI
MepCOHaNbHbIX AAHHbIX OMMCaHbI B CIeAYOWMX JOKYMEHTaxX:

— WHCTPYKUMA aAMUHUCTpaTopa WMHPOPMALUMOHHOMW CUCTEMbI MepCo-
Ha/IbHbIX A aHHbIX;

— WHCTPYKUMA agMuHMUCTpaTopa 6e30MacHOCTM MHPOPMALMOHHON CU-
CTEMbl MePCOHA/bHbIX AaHHbIX;

— WHCTPYKUMA nosb3oBaTens UHGOPMALMOHHON CUCTEeMbl NEpPCOHasb-
HbIX A@HHbIX;

— WHCTPYKUMA N0/Ib30BaTeNA NPU BO3HUKHOBEHUW BHELLITATHbIX CUTYaL WA
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3.1/lucT perncrpauum nsMeHeHUM

[aTta BBegeHun

CogepxaHne n3MeHeHuA [JlaTa n HoMep npukKasa 3MeHeHNs
BeeaeHue B genictue, sepcua 1.0 26.09.2016 . N2 330a 26.09.2016r.
AKTyanusaumsa nonoxeHus, sepcua 1.1 01.03.2021r. Ne 88 01.03.2021.
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